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Incident 

An event is any observable occurrence in a system or 
network. 

 
computer security incident  
is a violation or imminent threat of violation of computer 
security policies, acceptable use policies, or standard 
security practices  NIST 
 
• Adversary Events are considered as Incidents 
 
Eg: Defacing website. 

Unauthorized stealing/inserting the data into database 

 



Adverse Events – Incidents 
– Website Defacement  

– Denial of Service (DoS) or Distributed Denial of Service (DDoS)  

– Unauthorized access or modification of Data or network or systems or services 
or programs  

– Violation of organization policies, processes, guidelines..etc.  

– Violation of Legal statutes and regulations (like IT Act, Aadhaar Act…etc)  

– Loss or Theft of equipment on which data is stored (Ex: Hard Disk, Removable 
Media, Servers….etc)  

– Social Engineering (Ex: Phishing, Spam, spoofing tele-calls…etc)  

– Advanced Persistent Threats  

– Ransomware Infection  

– Malware/Virus/Trojan/Worm – Outbreak  

– Data Exfiltration (Unauthorized Copying/Transferring, of data to external 
network/internet)  

– Hacking/Intrusion  

– Disclosure of sensitive data in public domain (Ex: display of personal 
information of citizens like bank records, date of birth….etc., in public domain)  

– Unauthorized Scanning (both horizontal and vertical) of network  



Input locations 
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Forensics Vs Incident Response 
• How are incident response and forensics 

processes different? 

• Goal 
– Incident Response – Stop the intruder(s) 

– Forensics – Reconstruct event(s) 

• Time 
– Incident Response – more time pressures (the race is on) 

– Forensics – less time pressures (the race is over but there’s 

• Both impact how assets are acquired and 
analyzed 

• Best practice in both cases 



Lockheedmartin - Cyber Kill chain 
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ACTIONS ON 
OBJECTIVES 

Intrusion 
successful 

Incident need to 
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Adversaries are intent on 
the compromise and 
extraction of data for 
economic, political and 
national security 
advancement. Even worse, 
adversaries have 
demonstrated their 
willingness to conduct 
destructive attacks. Their 
tools and techniques have 
the ability to defeat most 
common computer 
network defense 
mechanisms. 



 



NIST Incident Handling Framework reference Model: 
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Incident Process 
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Signs of an Incident 
 • the most challenging part of the incident response process is accurately 

detecting and assessing possible incidents—determining whether an incident 
has occurred and, if so, the type, extent, and magnitude of the problem 

• Automated detection capabilities include network-based and HIPS, antivirus 
software, and log analyzers. Incidents may also be detected through manual 
means, such as problems reported by users. Some incidents have overt signs 
that can be easily detected, whereas others are almost impossible to detect. 

• A system administrator sees a filename with unusual characters. 

• The volume of potential signs of incidents is typically high – DdoS 

• Deep, specialized technical knowledge and extensive experience are necessary 
for proper and efficient analysis of incident-related data 

• Web server log entries that show the usage of a vulnerability scanner  

•  An announcement of a new exploit that targets a vulnerability of the 
organization’s mail server  

•  A threat from a group stating that the group will attack the organization. 

• Antivirus software alerts when it detects that a host is infected with malware.  



Incident Analysis 

 



Web Access log 

• 12-07-2021 13:24:30 10.133.0.9 GET
 /Vanmitra/ImgHandler.aspx SlNo=162 443
 - 46.2.129.216
 Mozilla/5.0+(Windows+NT+10.0;+Win64;+
x64)+AppleWebKit/537.36+(KHTML,+like+Gec
ko)+Chrome/91.0.4472.124+Safari/537.36
 https://mirror-h.org/ 200 0 0 225 



Webshell 

 



Incident Containment 

• Containment is important before an incident 
overwhelms resources or increases damage.  

• Containment provides time for developing a tailored 
remediation strategy. An essential part of 
containment is decision-making 

• Containment strategies vary based on the type of 
incident.  

• the strategy for containing an email-borne malware 
infection is quite different from that of a network-
based DDoS attack. 

• Organizations should create separate containment 
strategies for each major incident type, with criteria 
documented clearly to facilitate decision-making. 

 



Incident Eradication 

• deleting malware and disabling breached user 
accounts 

• Fixing the vulnerable issues 

• During eradication, it is important to identify 
all affected hosts within the organization so 
that they can be remediated. 

 



Recovery 

• In recovery, administrators restore systems to 
normal operation, confirm that the systems 
are functioning normally, and (if applicable) 
remediate vulnerabilities to prevent similar 
incidents. 

– Firewall rules 

– Antivirus 

– Restore/ reinstall entire systems 

– Vulnerabilities patching 

 



Post Incident Activity (Lessons learned) 
• Learning  & improvement 

• Meeting 

• What additional tools or resources are needed to detect, analyze, and 
mitigate future incidents? 

• Exactly what happened, and at what times?  

• How well did staff and management perform in dealing with the incident? 
Were the documented procedures followed? Were they adequate?  

• What information was needed sooner?  

• Were any steps or actions taken that might have inhibited the recovery?  

• What would the staff and management do differently the next time a 
similar incident occurs?  

• How could information sharing with other organizations have been 
improved?  

• What corrective actions can prevent similar incidents in the future? 

• What precursors or indicators should be watched for in the future to 
detect similar incidents? 



Forensics 



What Is Computer Forensics? 

• The discipline that combines elements of law and 
computer science to collect and analyze data from 
computer systems, networks, wireless 
communications, and storage devices in a way that is 
admissible in a court of law. 

•AKA Cyber Forensics 
• Goal 

– Identify, collect, preserve, and analyze data in a way that 
preserves the integrity of the evidence collected so it can 
be used effectively in a legal setting. 

– Ultimately, the goal is to present a plausible and believable 
chronicle of events to encourage a specific result  While all 
along following all relevant laws, practices, and procedures 



Cyber Forensic: Investigation Process 

 
Identification 

Seizure 

Acquistion 

Documentation 

Analysis 

• Documentation of the crime scene along with 
photographing, sketchnig, and crime-scene 
mapping 

• Imaging-security & Integrity 

• Identify the purpose of Investigation 
• Identify the resources required 

• Data is isolate, Secure and preserve 

• Identify tool and technique to use 
• process data 
• Interpret analysis results 



Methodology contd.. 



Issues in Digital Evidence 

• Digital evidence is volatile 

• Extremely fragile 

• Easily tampered 



Cyber forensics 
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Seizure 

• Seizure is the process of capturing suspect 
computer or storage media for evidence 
collection and generating a hash value 
corresponding to the evidence. 



Seizure principles 
Actions taken by investigating officer should not change data 
held on computer or storage media which may subsequently be 
relied upon in court 

If a person finds it necessary to access original data held on 
computer or storage media. Person must be competent to do so 
and be able to give evidence explaining the relebance and 
implications of their applications 

An audit trail or other record of all activities aplied to computer 
based evidence should be created and preserved. An 
independent third party should be able to examine those 
processes and achieve the same result. 

Investigating officer has overall responsibility in ensuring that 
thte law and these principles are adhered to 



Investigative Principles 
Evidence Preservation 

• Investigative Principles 
• Evidence Preservation 
• AKA “Chain of Custody” 
• All evidence must be accounted for at all times 
• Evidence has not been altered 

– Digital evidence – checksums 

• Party offering evidence has burden of proof as to its veracity 
• Materials 
• Evidence handling forms 

–  Evidence containers 
– Safes/locked cabinets 
–  Logs 
–  Cameras or other photographic equipment 

• Improperly preserved evidence: case could be tossed out 



Prepare 
• Build and maintain capabilities for all investigations 

• • Reconnaissance capability 

• - “Know thy enemy” (Sun Tzu) 

• - Non-attribution 

• • Imaging equipment 

• - Hardware, software, tool building, Internet connectivity, 
reach back 

• • Analysis environment 

• • Physical storage 

• • Workspace – classification issues? 

• • Laws, Policies and procedures  

• • Maintenance 
– - Equipment 

– - Personnel 

 



Hash 

• It is a one way function 
• In real terms you simply cannot reverse engineer a password from a 

given hash value.  
• In the forensic analysis community, if you provide a copy of a 

forensic image file set to another examiner, you also provide the 
hash value associated with it.  

• The other examiner can compute the hash value for what they 
received and compare that to the provided hash value. If they 
match, we know that we are both looking at exactly the same thing.  

• If the hash values don’t match, we know that something is 
different. The hash value provides no clues as to what is different. 

• The hash value has nothing to do with the name of a file and 
different hash algorithms produce different hash values even when 
processing the same files. Just a hash value by itself is useless 
without identifying which hash algorithm was used to create it. 
 
 



• MD5 Hash 

SHA256  Hash 



Forensic Toolkit 
• CyberCheckSuite (C-DAC) : Commercial 
• EnCase(Guidance) : Commercial 
• FTK (AccessData) : Commercial 
• Helix : Freeware 
• Cellebrite : commercial 
• Oxygen Forensic Suite : commercial 
• Autopsy (GUI) + Sleuth Kit : Freeware 
• TCT (The Coroner’s Toolkit) : Freeware 
• KnoppixSTD : Freeware 
• ProDiscoverForensics: Commercial 
• X-Ways Forensics: Commercial 
• F-Response: Commercial 

 



Tool Kit 

• Log Book – To record all actions /events with date & time 
chronologically  

• Safe Boot / Forensic Live CD – (e.g. Helix)  
•  Digital camera  
• S/w Tools for – Volatile data collection – Imaging of the hard disk(s), 

etc – System H/w & S/w configuration details 
• Laptop (Forensic Workstation)  
• RJ-45 Crossed LAN cable  
• Tools to open CPU Cabinet, detach Hard Disk (multi screw driver 

set, etc) 
•  Multi-purpose mechanical toolset 
•  Anti-static covers 
•  Air bubbled PVC covers  
• Marking labels 



Digital Evidence - Types 

• Volatile (Non-persistent) Memory that loses its 
contents, if power is turned off; e.g. Data stored 
in RAM (semiconductor storage) (System BIOS: 
CMOS RAM - battery powered) 

•  Non-volatile (Persistent) No change in contents, 
even if power is turned off; e.g. Data stored in a 
tape / floppy disk / hard disk (magnetic storage), 
CD / DVD (optical storage), ROM (semiconductor 
storage; USB Thumb Drives – Flash Memory).  



Digital evidence types contd.. 

• Volatile data: 
– Can disappear quickly, easily, asynchronously, automatically 
– Does not survive a reboot or power cycle 

•Physical memory, which contains 
– Processes 
– Connections 
– Credentials 
– Clear text passwords 
– Decrypted file systems/containers 
– Network traffic 

• Non-volatile data: 
–Usually does not disappear quickly 
–Does survive reboot or power cycle 
–Disks, CDs, DVDs, USB devices 



 



Write blockers 

• Prevent writing of data to 
the suspected original 
hard disk / other popular 
data storage media 

• Ensure the integrity of the 
suspected original hard 
disk / other popular data 
storage media  

•  Software Write Blockers 
v/s Hardware Write 
Blockers 



Prepare: Policies and Procedures 

• Evidence and Handing 
• • Storage 
• • Chain of custody 
• • Documentation 
• Digital Forensic Lab Facilities 
• • Access 
• • Acceptable use 
• Digital Forensic Lab Equipment 
• • Acceptable use 
• • Maintenance plans and inventory control 



Direct Analysis of Org. Digital Evidence 
: Strictly Forbidden 

• Will change MAC (last Modified, last Accessed, 
Created) details (date & time) of a file 

• Analysing a live file system / original evidence 
also changes the state of the evidence (MAC 
details) 

• Any analysis on the original digital evidence 
makes it a tampered digital evidence 

• Digital evidence will not be accepted by court and 
render it useless  

• Solution – analyse an image (also called clone) of 
the original digital evidence 



Slack Space 

• Disk  File System SectorsClusters 

• Slack space refers to portions of a hard drive 
that are not fully used by the current allocated 
file and which may contain data from a 
previously deleted file. 

•  
 



Logical Copy v/s Physical Copy 

• Logical copy In a logical copy, the active 
directories and files only of a logical volume 
are copied. It does not capture other data that 
may be present on the media such as deleted 
files or residual data stored in the slack space. 

• Physical copy (generally called forensic 
imaging, imaging, cloning or mirror image) 
Generate a bit for bit copy of the original 
media; include free space and slack space. 



Cloud 

• Identifying the 
machines 
connecting to 
remote cloud 
machines. 

• Tools supporting 
to connect and 
download the 
images. 

Image: 
https://en.wikipedia.org/wiki/Cloud_computing 



VPN 

• Stream from anywhere 

• Access blocked websites 

• Avoid censorship 

• Beat price discrimination 

• Don’t be tracked 

 



Advantage of having the image of org. 
Digital Evidence 

• Analyzing the image of the digital evidence 
will  

– Preserve the original evidence 

– Prevent any inadvertent alteration of original 
evidence during examination 

– Image (Clone) may be made again if required 



Computer Forensic Toolkits: imaging 
s/w with GUI 

• TrueBack (C-DAC) - Freeware  

• FTK Imager (AccessData) – Freeware 

• Built-in feature of most of the computer 
forensic toolkits 



Respond 

• Typically performed by victim organization 
• • Detect or suspect unauthorized activity 
•  - Does the organization know what normal is 
• • Report activity 
• • Validate incident 
• • Assess damage 
• • Development strategy (containment, 

eradication, recovery, and investigation) 
• • Coordinate (management, human, legal, 

external/press) 



Reconnaissance 
• Use reconnaissance capabilities to profile on-site 

environment if 
• allowed 
• • Non-attribution network? 
• Gather: 
• • IP address ranges 
• • IP addresses of technology of interest 
• • OSes, applications, and versions of technology of interest 
• • Network topology 
• • Open Source Intelligence 
• - Social Media 
• - Blogs and mailing lists 
• - Google is your friend 



Respond Phase 
On-Site Survey 

• What’s really at the crime scene? 
• You did recon, but now you’re there 
• Goal: 
• • Understand sophistication of persons of interest 
• - How? 
• • Understand and document all: 
• - Hardware (devices) 
• - Software (OS plus applications) 
• - Infrastructure (wired, wireless, cable, fiber, etc.) 
• - Remote access? 
• Determine what needs to be acquired (confiscated and/or 

imaged) 



Seizure 

• Store the seized org. evidence in a protected 
storage (Air bubbled PVC, antistatic bag) 

• Transfer the Computer System to a secure 
location 



Acquire 

• Host-based assets 
• Network-based assets 
• Removable media assets 
• Mobile assets 
• Verify all assets 
• Likely one chance to acquire assets 
• Evidence Handling 
•  Integrity 
•  Package, transport, and store assets 



Acquire 

• Image with: 
• • Windows 
• - FTK and EnCase 
• - win32dd and winen from Helix, mdd from ManTech 
• • Unix/Linux 
• - Need extensions (fmem and LiMe) 
• - Example of needing to compile something after on-

site (reachback) 
• Process with: 
• • Volatility Framework 
• - Open source memory analysis software tools 



 



Analysis 

• Confirmatory analysis 

• Confirm or refute allegations of suspicious 
activity 

• Transform data collected into more 
manageable size and form 

• Initial survey of collected data 

• Extract relevant data 

• Examine, analyze, and reconstruct events 



Analysis 
• Goal: Search for evidence requested in analysis request 

• Key point: Knowing the imaged device 

• • Computer System 

• Disk specifics 

• Bad blocks, host protected area, ??? 

• File system specifics (FAT, NTFS, ext2, ext3, etc.) 

• Arrangement, file allocation/deletion, free space, slack space 

• - Operating system specifics 

• Where information resides 

• Configuration information 

• Application-specific data (email, browser history, chat logs) 

• Mobile Phones 



The Analyze Contd.. 
Analysis Methodology – Goal 1 
Goal: Construct a time line of events – event 
reconstruction 
What is a timeline? 
• An ordered list of changes on the device 
• What was changed and when 
• If file system, use file system metadata 
- Modified, accessed, created/changed (MAC) 
- Only last MAC time saved – intermediate changes lost 
- Can zero in on a specific period 
- File system independent (NTFS, FAT, ext{2,3}) 



Analysis contd.. 

• Search for evidence cited in original forensic request 
• Analyze imaged information 

• What are you looking for? 
• How will you recognize it when you find it? 
• Where might you find it? 
• What does it mean once you’ve found it? 
Construct a time line of findings 
• How did you find what you found (repeatability)? 
Tools 
• Commercial and Open Source/Public Domain 
• Watch for counter forensics tools 

• TAKE NOTES WHILE DOING DATA ANALYSIS! 



 
Anti-Forensics 

 
• Tools on RAM 

• Diskless PC (RAM only) 

• Disk Sanitisers-Wipe 

• Compressed files (with password) 

• Encrypted files (with password) 
– PGP 

– Digital Signature 

• Steganography 

 



Anti forensics contd.. 

 



Reporting 

• Present findings, findings, findings! 
– Communicate relevant findings to audiences 

– • Management 

– • Technical personnel 

– • Legal personal 

– • Law enforcement 

– Concise, clear, and concise 

• May be report, but could be oral presentation, or both 

• Establish timeline 

• Tell a story 



Archive 

• Data Preservation -1 
• Be prepared for a case to be reopened 
• Can you accommodate: 
• • Updates to analysis software 
• • Changes to analysis infrastructure 
• • Changes in personnel 
• Goal: 
• • Case should be “resurrected” to the same state as when it was 
• Retired 
• Secure location: 
• • Safe 
• • Locked cabinet 
• Well-defined and understood storage procedures 
• Records showing that procedures were followed 
• Evidence custodian – who is this in your world? 

 



Email 

• Many compromises start with E-mail. 
• Understanding how E-mails are crafted to fool people is an 
• important step in investigating crimes. 
• Looking at the URLs and files used by threat actors can help reveal 
• other leads to investigate. 
• Looking at E-mail in text format can help reveal data that was 
• intended to be hidden. 
• You MUST always be careful in handling suspect E-mail as it can 
• contain viruses and other items that can infect your systems and 
• alert the sender that someone viewed the E-mail. 



Email Full details 

 



Email Analysis 

• How email works 
• Components of an Email 

• URL Analysis 
• File Attachment Analysis 
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Phishing ex 

 



Network Forensics 

• Data is transmitted 

• • Digitally over wired and wireless networks 

• • In a binary format ( 0’s and 1’s) 

• Data must be 

• • Structured in a way that can be understood by 
computers and 

• other networking gear 

• • Formatted into “packets” to be transmitted 
across a network 



• TCP/IP (Transmission Control Protocol/Internet 
Protocol) 

• • Communication protocols used on the Internet 
and similar 

• computer networks. 
• - TCP – Reliable (HTTP/HTTPS, SMTP, FTP) 
• - IP – Unreliable (Streaming video/audio) 
• RFC: 

https://datatracker.ietf.org/doc/html/rfc1180 
• OSI Layer 

https://datatracker.ietf.org/doc/html/rfc1180
https://datatracker.ietf.org/doc/html/rfc1180
https://datatracker.ietf.org/doc/html/rfc1180


Wireshark Capture 

 



• A flow is an aggregated record of packets. 

• Flows are defined by five unique attributes: 

• • internet protocol 

• (any of about 130 in use) 

• • source address 

• • destination address 

• • source port 

• • destination port 



T
E
R
M
S 

• Activity – an occurrence in a system that may be relevant to the security of the 
system 

• Artifact – remnants of an intruder attack or activity; assumed to be malicious until 
proven otherwise 

• Attack – attempt to violate a security policy 

• Constituency – defined user community supported by CSIRT 

• Event – an occurrence in a system that is relevant to the security of the system 

• Incident – In this text, the term implies “security incident” or “computer security 
incident.” 

• Incident Handling  - the process of reporting, analyzing and responding to an incident 

• Incident Report – report of computer security activity or events to a CSIRT or security 
group 

• Incident Reporter – person or organization reporting activity 

• Intrusion – gaining some level of unauthorized access, gaining any access that 
violates the security policy 

• Probe – a single attempt to collect information or compromise a resource 

• Scan – a collection of probes, usually with some pattern across a range of systems, 
services or both 

• Vulnerability – existence of a software weakness, such as a design or implementation 
error, that can lead to an unexpected, undesirable event compromising the security 
of a system, network, application, or protocol 

• Vulnerability Handling – the process of reporting, analyzing and responding to a 
vulnerability 


